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About Me

1. What | did 2. What | am doing for living

Threat Intelligence Analyst (Eastern Europe)

Global Head of Sec. Architecture (Oil&Gas corps)

Head of Security Products (VARS)

Head of SOC\MSSP

VP, Infosecurity, ISACA Moscow Business Dev
CISA, ITIL Expert
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Warm Up: World Leaders Chat
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World Leaders Chat by Ukrainian President Zelensky

‘ﬁ BB B |f World Leaders Have a WhatsApp Group - .. Y ad

Finland is typing..

& WORLD LEADERS GROUP

© 2020 ISACA All rights reserved.

Volodymyr Zelensky joined the group

Watch later Share

Ukraine ‘
Hi everybody!
France ‘ '
Bonjour!
Germany
Guten Abend

X
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Russian Federation;
Key Dimensions




Geography - Map
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Geography — map in comparison with NL

Russia Russia + NL

3¢ ISACA.
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How many bears are living there?

Hint — there are 90 000 people
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Russia is huge and diverse.

Let’s proceed with one more step to make use of it
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Geography — Key cities

© 2020 ISACA All rights reserved.

Moscow (12,4m)
Saint-Petersburg (5,4m)
Novosibirsk (1,6m)
Yekaterinburg (1,5m)
Nizhny Novgorod (1,3m)
Kazan (1,3m)

+9 cities >1m>Amsterdam
+36 cities >0,4m>Utrecht
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Geography — Key Neighbors

Norway e -~ theUnited States (sea)
Finland / ' \ Japan (sea)
Poland Mongolia
Belarus China
Ukraine North Korea
Estonia d ' Kazakhstan
Latvia \/ \ / Azerbaidjan
AN\ v/ 7/
Lithuania - Georgia

© 2020 ISACA All rights reserved.

3% ISACA.

Moscow Chapter



Economy

GDP, bin $ $ GDP per capita
1800,00 60000,00
1600,00
50000,00
1400,00
1200,00 40000,00
1000,00
30000,00
800,00
600,00 20000,00
400,00
10000,00
200,00
0,00 0,00

RU NL

RU

($1n]e

Q00

529 ISACA.
© 2020 ISACA All rights reserved. Moscow Chapter



International Trade - NL
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International Trade - RU
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A joke - Kremlin and Email
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in Digital
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FinTech

Bank #1 ($13Bn revenue). Digital pioneer: iImplementation

% of in-house agile culture (Sbergile); laboratories for R&D in Ya“dex Money
blockchain, Big Data, AL IoT and Robotics. Russia’s biggest
SBERBANK  data center 30 Mwt and 5 Exabyte.
QIWI
#1 Digital bank in the country, reported as world’s  WALLET

biggest 100% online bank (no offices). Launched

Tinkoff in 2008
Bank @ WebMoney
A Top-5 bank. Modern IT infrastructure. The first to test
amd Alfa-Bank  plockchain in interbank transaction (with Sberbank).
r VisionLabs
: Top-3 Bank, focus on corporate clients. Blockchain in ' i
é factoring. Investor in RQC quantum cryptography tech.
TASIPONBANK Owns Digital VC fund DigitalHorizon.

< ROC

The first 100% online bank focused on individual
entrepreneurs and self employed (freelancers) clients

<% Modulbank

b

Fintechru.org Russian Fintech association, unites key
stakeholders. Focus on coordinating digital twins,
blockchain and open API development for the industry

muurs'
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National
emitted and 381 bank connected.

Russia’s largest electronic payment service
with 30M accounts. 40% Russians use YM at
least once a year. Joint venture by Yandex and
Sberbank

20M accounts and 150K payment terminals.

The first E-payment service launched in 1998 .
36M accounts, used by 34% of Russian making
online payments.

ML for visual recognition technology startup.
Face recognition product for banks (account
access) Wells Fargo among clients. Invested
by Sberbank and Sistema VC.

Russian Quantum Center. Startup developer of
quantum computing technology in Russia. Investor
pool includes Gazprombank.

=) DIALTECH

Develops Al-powered chat bot to replace
call centers in client support.

payment system. 11M cards

)
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Digital Health

Large companies:

Yandex

mail

SBERBANK

mTc
(-

medme

INVITRO
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Internet giants Yandex and Mail.Ru (45M and 80OM
daily audience) develop own digital health.net
platforms for services such as doctor search, online
consultation, e-health record, diseases and pharma
database, Al-powered bots, etc.

Russia’s biggest bank aims to create e-health platform
as an open nationwide ecosystem for communication
between all healthcare market players and citizens.

All domestic telecom operators develop own mobile
telemedicine platforms to consult clients and help
with finding a doctor.

Rostelecom national telecom operator is to equip
14000 medical facilities all around Russia with
broadband internet access.

MedMe is a major strategic investor in Digital Health,
co-founded by Invitro group - the largest medical
laboratory network in Eastern Europe.

Credit to Team Finland

Startups:
Digital Pathology SaaS-platform for remote diagnostics and

UW consultation. UNIM Digital Pathology software provides
veires weecive morphological diagnostics in the cloud.

doc+
NEURO (3D

mobile telemedicine platform, storage and processing of
medical e-records

NeuroChat. Brain-computer interface to assist handicapped
in operating prosthetics and other external devices

3du- 3D Biopinting solutions for  tissue/transplant
¢ engineering. First in the world printed biological tissue.

Botkin.ai. Domestic AI platform for diagnostic and

BOTKIN-AI risk analysis of the disease development

Third Option. Al-powered SaaS-platform for the analysis of
ultrasound, X-ray and microscopic images.

Jode B2

EXOATLET Exoskeleton for medical and social rehabilitation

MedArchive. Medical e-record and data storage platform for
remote assistance

SK Biomed cluster unites around 400 health and biotech startups with industry leaders.

“Digital healthcare” consortium created in 2018 to unite large industry leaders with startups and
smaller developers and coordinate in producing tech standards for the future industry.
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Unicorns

Yandex @

TINKOFF

Vandex Tas °2 Avito

kasperslcy  Acronis
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SuperApps Battle

Yandex

,\% SBERBANK
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SuperApp in Real Life ® 106 |0

Cinema Concerts Theatre Restaurants Shopping Travel
15% 10% 25% SALE 35%

6ne More Pub on
Belorusskaya

Metropolis

My account
1
TparTsl 2a Hoabpe 90 430,68 P

o Moi cuet
73 660,

Savings box Cuer USD

905,

Cuer EUR
3,

© @

i 20% li I
Mvideo

Mall plan

Address

Tinkoff Junior

Stories

Total RUB 780

3¢ ISACA.

© 2020 ISACA Al rights reserved. Moscow Chapter



23

Tinkoff’s Ecosystem

B_ Bank

guarantees

(%
Credit Factory

E (unsecured Overdraft _l
and secured loans) (for selected clients) [m

% \SME loans m |
Credit Need @—» SME |
Travel cﬂﬂ oan

brokerage
services Investments Cash management
and payments

D
c‘%e"‘y c%m

@ RETAIL & SME

080 Daily banking needs accounts L
J services
Partner PI'OdUCtS Entertainment

Convenience / Advice / Lifestyle A Acquiring
Insurance t
< PN i
é Cloud Cj
§ accounting D |
( POS Customs
Start-up lending Clearing

incubator

Proprietary products

’..m
Mobile

835 ISACA.
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Sberbank’s Ecosystem

Professional services Strategy Partners 9BOTOP SberLegal @ CBEPBAHK-ACT bbp 5oiF . okko 7% Delivery Club
RAMBLER&Co CBEP MAPK\=T

Cloud Services :iji: SberCloud eEducation  Ae79539 @ Media R_keeper

sBeR { FOOD
beru! g

Cybersecurity 7337 BI.ZONE Job Classified [l Pa6ora.py : FoodTech
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eCom
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egm ToT @ vapcerr | eauto SherAuto CeTenem R oA | Uyl
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Love story

ISACA

Moscow Chapter
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Digital Transformation of State in Russia
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Digital Economy Program

Key stakeholders:

Gov.ert.\ment approval of plans
Commission on IT
Sub-commission
on digital
economy
Analytical Federal | 4 ANO
Center for the : executive | —— | “Digital
Government of bodies economy”
the Rus.f:ian coordination of plans ' recommendations and expertise
Federation drafls with other FEBs coordination of work plans
PISC “MTS" ‘ ‘ o 1L ook | e ‘ ’ JSC “RvC” JSC “InfoWatch” ] ’ PJSC “MegaFon”
coardination
of work plans
| an directions
regulation ANO “Agency for groundworks PISC “Sberbank” PISC “Rostelecom”
Skolkovo Foundation Strategic Initiatives” State corporations
“Rosatom” and
“Rostec”

© 2020 ISACA All rights reserved.

Credit to Team Finland

Federal budget for the

program is estimated at
518 Bn for 2019 - 2024
timeframe.

50% will be allocated for
information infrastructure
development.

Six pillars for the Program:

* R&DE&I in information
technologies

» Information infrastructure

* E-government

» Information security

* Normative regulation

* Human resources and
education

3¢ ISACA.
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Moscow Metro
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Russian Federation:
Security Regulations




Key Security Regulations in Russia

FZ-152
(B2C)
2006 \ 2011

FZ-187 Critical
(B2B & B2G) Infra
2017\ 7? Protection

Dat FZ-242
ata
an update for FZ
Storage ( o B2C)
Reqgs
2014\ 2015
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You can expect discover
there medium level of

security regulation, e.g. less
then in UK, US or EU
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How are paid Russian hackers?
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Security workforce in Moscow — Net salaries

© NSOk wWN=

Information Security Director 30-78k$
Information Security Manager 14-28k$
Network Security Engineer 9-36k$ Indices Difference ®

Consumer Prices in Amsterdam are 90.17% higher than in Moscow

Appl ication SeCU rlty Engineer 1 8—54 k$ Consumer Prices Including Rent in Amsterdam are 94.39% higher than in Moscow

Rent Prices in Amsterdam are 101.49% higher than in Moscow

Penetration Tester 9-54 k$ Restaurant Prices in Amsterdam are 93.01% higher than in Moscow
Groceries Prices in Amsterdam are 94.56% higher than in Moscow
SOC AnaIySt I—1 \L2 9'1 2k$\22'30k$ Local Purchasing Power in Amsterdam is 70.79% higher than in Moscow

SOC Architect 51-87k$
SOC Head 51-87k$
Anti-fraud Manager 18-45k$

© 2020 ISACA All rights reserved.



Key Talent Pools (Targets)

1 000+ cybersecurity workers 100 - 500 cybersecurity workers

@ = A Alfa-Bank S'B"n
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% SBERBANK io , ROSATOM "
% rossent - @O s

ROSNEFT NORNICKEL

Rostelecom il

RusHydro

GAZPROMBANK

LUKOIL & TRANSNEFT
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You’re unworthy
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There are a lot of things
within security ecosystem in
Russia, not just “hackers”
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Russian Federation;
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CyberLandscape — Security Operations

Red Teaming Services
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Major Implementation Consultancies
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Managed Detection & Response

)
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Digital Forensics Services
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At the root of your security

Security Information and Event Management (SIEM)
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Network Traffic Analysis & Forensics (NTA)

infotecs kaspersky |Il|

rAPOA

TEXHONOrUM

wozzo @ [QALIEIl 7 ZECURION 75
J

N
Privileged Account Management (PAM)

ﬂhreat Intelligence Platformh
& Feeds
< RVision
At the root of your security
BuIN=RS

kaspersky

K |GRDUP|iB| ni'.iény
p

Vulnerability Management (VM)

.“R>C|1eck .':EFP?DS

9 Cramep-BC
-
Cyber Ranges
<.>?b AMPIRE tggstelecom m PENTESTIT
|\
/ Anti-DDoS
9 kaspersky t Rostelecom
DDOS-GUARD Selar
~a7
Y
Wstormwall™ _* o orary
rAPOA ‘e MITIGATOR

TEXHONOTUM

\||||

FW\ IDS (NGFW)

.’—\
infotecs |GRDUP‘iB| 0=qTE
. antensys

'ﬁ NAHIEO
SECURITY VISION ‘PAAAP @ELQQMSEFI -
)
$ace
Secure Web Gateway (SWG) Endpoint & Mobile Security
D, S P N
D> e wrowarew' < DR.WERB® Infotecs |\
O trusted /( \\ lNSPkCVOﬁ Ve
‘.¢ SurfSecure S/ ozuwnmn
g‘» N e cezurity |(aspers|(y [E] SafePhone
.I
antensys 7. ZECURION
38 © 2020 ISACA All rights reserved.

0C
C

ISACA.

Moscow Chapter

oD



CyberLandscape — Other Spaces

Security Governance, Risk and Compliance Space Business Processes Security Space

( File Audit and Monitoring (FAM) Security GRC Privacy Management Systems (PMS) SCADA\ OT \ ICS Security
B sarecory v "X sccuniy vision [S]DOCSHELL 0060 USSCT e . kaspersky @\t
(Woss sercveene 7] ] @ RVislen eplaté@m s
[ B-152 ,; w  a
4 Data Leak Prevention (DLP) PCI QSA \ GDPR DPO \_ o «? ERPS Appc:@ke ElSafeERP éf' oo INFOWATCH'

@ falcongaze DeviceLock o,
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Security Strategy \ N
- Corporate Fraud Management
Deloitte. R m > J Human Risk Management .
pwe EY accenture - - S
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Identity Management Space N
Brand Protection Third Party Risk Management’
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o A@ Avanpost 2 Avanpost i . '
\® Identity Blitz INDEED @ PYTOKEH AM@ ) Bankln? Fraud Protection Insider Threat Management
GROUPR|IB o, I
E SAFETECH ) ] | \‘,H," mronarcy® SEARCHINFORM ® sTarrFcor
Identity Management (IDM) Certn‘lcate Authority (CA) m kaspersky WhyHappen ch&,d|er , ZECURION "5
AK | Ankey DM AvanpostEZ || infotecs (=1 ATTIACKAPT
‘. C WHTa MHQOPMALMK
«~  ([1)iDoM ‘ “JRYB CRYPTOPRO Q3¢
¥ @ REDSYS = 17 ’\/— AvanPOSt‘--' 888 ISACA

39 © 2020 ISACA All rights reserved.

Moscow Chapter



40

CyberLandscape — Key Buyers

30+ mUSD\Y

& rossen (& TRANSNEFT

CJ 9 il
GAZPROM Ld  ocnerr

@ SBERBANK @ROSATOM pla
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15+ mUSD\Y
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CyberLandscape — Big Picture of Market

50 % 30 % 20 %
Russian vendors Foreign vendors Russian vendors
for open market for open market for Defense & like

3% ISACA.

41 © 2020 ISACA All rights reserved. Moscow Chapter



Russia represents it’'s own
security civilization with its
practices facing both global
and unique local challenges

83¢ ISACA.
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Further Information

Telegram groups and channels
ISACA Moscow — Security:
« https://t.me/lsacaRuSec (channel)
* |sacaRSChat (chat)
Full-time jobs and experts
« https://t.me/RuSecJobs (channel)
* https://t.me/CyberJobsRussia (chat)
Contractors
« https://t.me/CyberHireRussia (channel)
« https://t.me/RuCyberHire (chat)

© 2020 ISACA All rights reserved.

More links and contacts:

Official web page of Moscow Chapter
https://engage.isaca.org/moscow/home

Facebook group
https://www.facebook.com/groups/CyberJobs
Russia

My LinkedIn
https://www.linkedin.com/in/bodryk/

My email1 alex.bodryk@isaca.org.ru
My email2 alex@cyberlands.io
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