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About Me
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SOC\MSSP Business Dev

2. What I am doing for living

Threat Intelligence Analyst (Eastern Europe)
Global Head of Sec. Architecture (Oil&Gas corps)
Head of Security Products (VARs)
Head of SOC\MSSP
VP, Infosecurity, ISACA Moscow
CISA, ITIL Expert

1. What I did

US, EU, Asia
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Warm Up: World Leaders Chat
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World Leaders Chat by Ukrainian President Zelensky
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Russian Federation:
Key Dimensions
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Geography - Map 
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Geography – map in comparison with NL 

Russia Russia + NL
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How many bears are living there?

Hint – there are 90 000 people
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Geography – The capital
Six from top ten tallest buildings of Europe are located right there
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Russia is huge and diverse.
Let’s proceed with one more step to make use of it
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Geography – Key cities

Moscow (12,4m)
Saint-Petersburg (5,4m)
Novosibirsk (1,6m)
Yekaterinburg (1,5m)
Nizhny Novgorod (1,3m)
Kazan (1,3m)

+9 cities >1m>Amsterdam
+36 cities >0,4m>Utrecht
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Geography – Key Neighbors 

Finland

Ukraine

Belarus

Kazakhstan

China

Japan (sea)

North Korea

the United States (sea)

Mongolia

Estonia

Norway

Poland

Latvia

Georgia

Azerbaidjan

Lithuania



13 © 2020 ISACA  All rights reserved.

Economy
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International Trade - NL
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International Trade - RU
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A joke - Kremlin and Email
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Russia in Digital
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FinTech
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Credit to Team Finland
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Digital Health
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Credit to Team Finland
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Unicorns
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Unicorns
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SuperApps Battle
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SuperApp in Real Life
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Tinkoff’s Ecosystem
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Sberbank’s Ecosystem
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Love story
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Digital Transformation of State in Russia
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Digital Economy Program

Credit to Team Finland
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Moscow Metro
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Russian Federation:
Security Regulations
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Key Security Regulations in Russia

Privacy
FZ-152 
(B2C)

2006 \ 2011

Critical
Infra

Protection

FZ-187
(B2B & B2G)

2017 \ ?

Data 
Storage 

Reqs

FZ-242
(an update for FZ 

152– B2C)
2014 \ 2015
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You can expect discover 
there medium level of 
security regulation, e.g. less 
then in UK, US or EU 
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How are paid Russian hackers?
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Security workforce in Moscow – Net salaries

1. Information Security Director 30-78k$
2. Information Security Manager 14-28k$
3. Network Security Engineer 9-36k$
4. Application Security Engineer 18-54k$
5. Penetration Tester 9-54k$
6. SOC Analyst L1\L2 9-12k$\22-30k$
7. SOC Architect 51-87k$
8. SOC Head 51-87k$
9. Anti-fraud Manager 18-45k$
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Key Talent Pools (Targets)

1 000+ cybersecurity workers 100 - 500 cybersecurity workers
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You’re unworthy
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There are a lot of things 
within security ecosystem in 
Russia, not just “hackers”
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Russian Federation:
CyberLandscape
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Russian Federation:
CyberLandscape
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Penetration Testing Services

Incident Response Services

Managed Detection & Response

SOC as a Service

Incident Response Platforms and Tools

CyberLandscape – Security Operations
Threat Intelligence Platforms 

& Feeds

Vulnerability Management (VM)

Privileged Account Management (PAM)

Secure Web Gateway (SWG)

FW \ IDS (NGFW)

Endpoint & Mobile Security

Network Traffic Analysis & Forensics (NTA)

Sandbox & EDR

Security Information and Event Management (SIEM)

Cyber Ranges

Anti-DDoS

Digital Forensics Services

Red Teaming Services

Centers of Excellence

Major Implementation Consultancies
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Security Strategy

PCI QSA \ GDPR DPO

SAST

Corporate Fraud Management

Third Party Risk Management`

Insider Threat ManagementBanking Fraud Protection

Security GRC

Human Risk Management

File Audit and Monitoring (FAM)

Data Leak Prevention (DLP)

Privacy Management Systems (PMS)

Single-Sign On (SSO)

CyberLandscape – Other Spaces

Identity Management (IDM)

Tokens & Token Mgmt (TMS)

Certificate Authority (CA)

Identity Management Space

Security Governance, Risk and Compliance Space

Anti-Fraud Space

Brand Protection

SCADA \ OT \ ICS Security

Web Application Firewalls

Business Processes Security Space
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CyberLandscape – Key Buyers

30+ m USD \ Y 15+ m USD \ Y
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CyberLandscape – Big Picture of Market

30 %
Foreign vendors 
for open market

50 %
Russian vendors 
for open market

20 %
Russian vendors 
for Defense & like
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Russia represents it’s own 
security civilization with its 
practices facing both global 
and unique local challenges
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Further Information

Telegram groups and channels
ISACA Moscow – Security:
• https://t.me/IsacaRuSec (channel)
• IsacaRSChat (chat)
Full-time jobs and experts
• https://t.me/RuSecJobs (channel)
• https://t.me/CyberJobsRussia (chat)
Contractors
• https://t.me/CyberHireRussia (channel)
• https://t.me/RuCyberHire (chat)

More links and contacts:
• Official web page of Moscow Chapter 

https://engage.isaca.org/moscow/home
• Facebook group 

https://www.facebook.com/groups/CyberJobs
Russia

• My LinkedIn 
https://www.linkedin.com/in/bodryk/

• My email1 alex.bodryk@isaca.org.ru
• My email2 alex@cyberlands.io

https://t.me/IsacaRuSec
https://t.me/RuSecJobs
https://t.me/CyberJobsRussia
https://t.me/CyberHireRussia
https://t.me/RuCyberHire
https://engage.isaca.org/moscow/home
https://www.facebook.com/groups/CyberJobsRussia
https://www.linkedin.com/in/bodryk/

